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EDI Statement

This procedure has been reviewed in line with the Equality Act 2010 which recognises the following categories of
individual as Protected Characteristics: Age, Gender Reassignment., Marriage and Civil Partnership, Pregnancy
and Maternity, Race, Religion and Belief, Sex (gender), Sexual Orientation and Disability. We will continue to
monitor this procedure to ensure that it allows equal access and does not discriminate against any individual or
group of people.
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Introduction

The College of West Anglia recognises the benefits and opportunities which technologies offer to teaching and
learning. We provide internet access to all students and staff and encourage the use of technologies in order to
enhance skills, promote achievement and enable lifelong learning.

However, we also recognise the potential risks and challenges associated with such use and employ a range of
strategies to address these in order to meet our commitment to keep students and staff safe online.

This policy outlines our approach to filtering and monitoring on CWA IT systems and applies to all users of CWA IT
systems and devices (both on site and remote) and to personal devices using CWA wired and Wi-Fi connections.

Objective

Filtering: This is preventative and aims to ensure that students and staff are kept safe from all illegal, harmful
and inappropriate web content and that the college adheres to national policy and regulations. This is
accomplished by using access control lists, web filtering, and conditional access. We also actively monitor the
logs on the firewall and produce reports for senior leadership.

Monitoring: This is reactive and aims to ensure student and staff online behaviour and activity remains safe,
legal and meets the Code of Conduct (staff) and Code of Behaviour (students). This is done via a digital
monitoring system that flags incidents or activity of concern as they happen by real-time monitoring of both
keystroke and screen view activity by users, which alerts the college safeguarding team.

Compliance

Meeting digital and technology standards in schools and colleges is a set of standards set out by the
Department for Education. Our approach is guided by these standards, and our filtering and monitoring
processes meet the requirements set out therein.

Monitoring

CWA employs Smoothwall Monitor to monitor user activity on college devices. This is a sophisticated dynamic
system which monitors all online activity for incidents of concern. These are analysed by a team of human
moderators, who, when certain criteria are met, alert designated safeguarding staff at CWA via email and, when
urgent, by phone.

These alerts are assessed and responded to in accordance with CWA safeguarding procedures and protocols.

Filtering

The college uses Fortinet FortiGate firewalls to prevent intrusion to our systems and devices and to provide
filtering to stop users accessing inappropriate sites. This is achieved via blacklists on the appliance, which are
updated automatically on a daily basis via the vendor. IT Services also actively block additional individual sites as
and when requested or required. Filtering applies to all college devices (including staff and student loan) as well
as personal devices using CWA wired and Wi-Fi connections.

Fortinet, the vendor, is:
a. Signed up to the Counter-Terrorism Internet Referral Unit List
b. A member of the Internet Watch Foundation.

The firewall appliances themselves can also handle:
a. Multi-lingual web content.
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b. Filter images based on their URL.
c. Common misspellings.

As standard the college has enabled the blocking of:
a. All gambling sites.
b. All pornographic sites.
¢. Allradicalisation sites.

Restricted sites include:
a. lllegal content —includes illegal images, terrorist content, child abuse.
b. Harmful content — includes sites which promote self-harm, suicide, drug abuse, violence.
c. Inappropriate content —includes discrimination, gambling sites, piracy and copyright theft,
pornography

This list is updated on a daily basis to ensure sites are blocked as soon as they are identified. Appendix A shows
the results of a test performed to check the level of filtering and blocking.

Reporting

Filtering reports are created on a weekly and monthly basis. They report on:
1. Attempts made to access restricted sites.
2. Searches made using offensive language.

These reports are used to identify any areas of concern and inform e-safety and safeguarding processes and
policy.

Responsibilities

The College Corporation is responsible for ensuring the college leadership fulfils its responsibilities to have
appropriate filtering and monitoring systems and processes in place

The Designated Safeguarding Lead is responsible for:
e Ensuring appropriate filtering and monitoring systems and processes are in place and reviewed
annually in line with DfE filtering and monitoring standards.
e Liaising with the Head of IT Services to ensure checks are in place.
e Reviewing filtering reports on a regular basis to identify any concerns.
e Implementing an effective safeguarding monitoring system and ensuring that alerts generated
by the system are assessed and managed effectively and in a timely way.

The Safeguarding Team is responsible for responding to and managing safeguarding concerns that come to light
via our monitoring system.

All CWA staff have a responsibility to monitor the online activity of students in their care during supervised
sessions and to reporting any concerning activity.

Related policies

This policy should be read in conjunction with the following related policies:
e Safeguarding, Child and Vulnerable Adult Protection policy
e Acceptable Use of IT policy
e Staff Code of Conduct
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Appendix A

Filter Test Results for College of West Anglia — June 2026
P

QB Test Filtering Filter Test Results

Tests were performed at 05/06/2026 15:44

Your Connection

Type Organisation

School College of West Anglia
Postcode Location

PE30 2QW Norfolk, England

Device IP Address

Windows, Edge 148.0.0.0 2122192411

Filtering Provider Network

Fortiguard Web Content Filtering (Fortinet) JAMNET Jisc Services Limited

Test Results: Pass
Checks that your filtering system is compliant with DfE requirements.

CSAM Terrorism Adult Decryption

Additional Features
Tests additional non-mandatory filtering features to ensure policy is correct.

@ Offensive Language Real Time Content Filter
Blocked Not Detected

Diagnostic Tests
Detects features useful for troubleshooting with your filter provider.

@ ECH HTTP/3

Detected Not Detected

Child Sexual Abuse Material

° Blocked

Description
Tests whether you are blocking websites on the IWF Child Abuse Content URL list.

Results & Recommendations
It appears that your filtering solution includes the IWF URL Filter list, blocking access to Child Sexual Abuse
content online
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Terrorism Content

0 Blocked

Description
Tests whether you are blocking websites on the Counter-Terrorism Internet Referral Unit list (CTIRU).

Results & Recommendations
It appears that your filtering solution includes the Counter-Terrorism Internet Referral Unit (CTIRU) URL
filter list, blocking access to unlawful terrorist content online

Adult Content

o Blocked

Description
Test whether your Internet filter blocks access to pornography websites

Results & Recommendations
It appears that your filtering solution includes blocking for online pornography

Decryption

o Not Detected

Description
This test checks if your filtering system can decrypt content, allowing it to see more page details and filter
with more granularity.

Results & Recommendations
Our test pages were not filtered correctly indicating that your filtering system is not decrypting content.

The ability to decrypt content greatly increases the effectiveness of your filtering system, but requires
ownership and control over devices to enable. Decrypting content is critical to your ability 1o safeguard
children online, your should enquire with your filtering provider about how to enable this feature.

Dft guidance doesn't state that you must have decryption enabled, but certain parts of their guidance
require outcomes that basically make decryption mandatory.

Decryption in School Filtering Systems
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Offensive Language Filter

@ Blocked

Description
Accesses a page containing offensive language to test if your filtering software blocks it.

Results & Recommendations
It appears that your filtering solution includes blocking for offensive language. MNote that this may be

desired for some cohorts and not for others. If you wish to confirm settings, ensure to test with an
account for each cohort, to ensure the setting is applied correctly.

Real Time Content Filter

Not Detected

Description

Checks whether your filter has the ability to analyse the content itself as it is displayed, including dynamic,

personalised, user-generated or Al-generated content, which cannot be reliably pre-categorised. Under
DfE technical requirements, your filtering and monitoring review must confirm you understand the
technical limitations of your filtering system, such as whether it can filter real time content. Your policies
should be developed to manage any limitations.

Results & Recommendations
No Real Time Content filter was detected, you either do not have one or it is not configured correctly on

your device,

Real Time Content filtering is not required in DfE standards. It is one possible technical control that
may form part of a wider safeguarding approach

If your filtering product is supposed to have a Real Time Cantent filtering feature, you should check with
your filter provider to see whether it is enabled and configured correctly. Whether you have one or nat,

you should ensure that you understand the technical limitations of the having/not having a Real Time
Content filter, and that your policies and configuration take this into account.

Real Time Content Filtering
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Encrypted Client Hello (ECH)

@ Detected

Description
Test whether your dient and internet connection support Encrypted Client Hello (ECH). ECH is a privacy

feature that encrypts which website a user is visiting, preventing network based filters from seeing which
website is being visited.

Results & Recommendations

Your browser supports and can use ECH. Depending on how your filtering system works, it may nat be
able to filter your network traffic when accessing ECH enabled websites.

If your filter monitors content via a browser extension, it will be able to monitor content regardless of
whether the website uses ECH. Check your filtering provider's documentation to understand how content

is filtered, and whether ECH enabled websites can be filtered.

Impact of ECH on School Filtering Systems

HTTP/3 and QUIC

Not Detected

Description
HTTP/3 and QUIC is a new internet protocaol that improves performance of activities such as web browsing.

Its use may not be detected by your filtering system unless it specifically supports intercepting this type of
traffic. It is likely that your filtering system will disable this protocol.

Results & Recommendations
HTTP/3 and QUIC were not used when running this test. If you are using a managed device on a school

network, this will normally be disabled.
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