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Equality impact assessment 
Whenever a policy is reviewed or changed, its impact assessment also must be updated.  The Equality Act 2010 
seeks to simplify discrimination law and introduced statutory duties to promote equality whereby The College of 
West Anglia must, in the exercise of its functions, pay due regard to the need to promote equality in relation to the 
protected characteristics.
 

Could any staff or students be adversely impacted by this policy/process? If yes give details and how 
this will be mitigated:   No 

 

 

Date: Action and monitoring: 

  

  

  

 
 

Policy/Procedure title Web Filtering and Monitoring Policy 

Review cycle (*Please specify) Annual 

Responsible department IT Services 

Procedure *owner (*Overall responsibility) 
Assistant Principal – Student Services (Designated 

Safeguarding Lead) 

Responsible *person (if different to above) 
*responsibility for communicating changes 
and staff training where appropriate 

Head of IT Services 

Types of provision this procedure applies 
to: (delete as appropriate) 

14-16  
Study programmes 
19+  
Apprenticeships 
Higher education  

 

Revision record 

Rev. no. Date of issue Details and purpose of revision 
1 15/09/2023 Created 

2 14/11/2023 Updated 

3 28/11/2024 Updated 

4 19/01/2026 Reviewed: no changes 
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EDI Statement   
This procedure has been reviewed in line with the Equality Act 2010 which recognises the following categories of 
individual as Protected Characteristics: Age, Gender Reassignment., Marriage and Civil Partnership, Pregnancy 
and Maternity, Race, Religion and Belief, Sex (gender), Sexual Orientation and Disability. We will continue to 
monitor this procedure to ensure that it allows equal access and does not discriminate against any individual or 
group of people.   
  



 

 

Policy Number:   IT008                          Version Number:     4                                   Last Reviewed:     19/01/2026 

Contents 
 
Introduction .................................................................................................................................................................. 4 

Objective ....................................................................................................................................................................... 4 

Compliance ................................................................................................................................................................... 4 

Monitoring .................................................................................................................................................................... 4 

Filtering ......................................................................................................................................................................... 4 

Reporting ...................................................................................................................................................................... 5 

Responsibilities .............................................................................................................................................................. 5 

Related policies ............................................................................................................................................................. 5 

Appendix A .................................................................................................................................................................... 6 

 

 

 

 

 

  



 

 

Policy Number:   IT008                          Version Number:     4                                   Last Reviewed:     19/01/2026 

Introduction 
The College of West Anglia recognises the benefits and opportunities which technologies offer to teaching and 
learning. We provide internet access to all students and staff and encourage the use of technologies in order to 
enhance skills, promote achievement and enable lifelong learning. 
However, we also recognise the potential risks and challenges associated with such use and employ a range of 
strategies to address these in order to meet our commitment to keep students and staff safe online. 

This policy outlines our approach to filtering and monitoring on CWA IT systems and applies to all users of CWA IT 
systems and devices (both on site and remote) and to personal devices using CWA wired and Wi-Fi connections. 
 

Objective 
Filtering: This is preventative and aims to ensure that students and staff are kept safe from all illegal, harmful 
and inappropriate web content and that the college adheres to national policy and regulations. This is 
accomplished by using access control lists, web filtering, and conditional access. We also actively monitor the 
logs on the firewall and produce reports for senior leadership. 

Monitoring: This is reactive and aims to ensure student and staff online behaviour and activity remains safe, 
legal and meets the Code of Conduct (staff) and Code of Behaviour (students). This is done via a digital 
monitoring system that flags incidents or activity of concern as they happen by real-time monitoring of both 
keystroke and screen view activity by users, which alerts the college safeguarding team. 
 

Compliance 
Meeting digital and technology standards in schools and colleges is a set of standards set out by the 
Department for Education. Our approach is guided by these standards, and our filtering and monitoring 
processes meet the requirements set out therein. 
 

Monitoring 
CWA employs Smoothwall Monitor to monitor user activity on college devices. This is a sophisticated dynamic 
system which monitors all online activity for incidents of concern. These are analysed by a team of human 
moderators, who, when certain criteria are met, alert designated safeguarding staff at CWA via email and, when 
urgent, by phone. 
 
These alerts are assessed and responded to in accordance with CWA safeguarding procedures and protocols. 
 

Filtering 
The college uses Fortinet FortiGate firewalls to prevent intrusion to our systems and devices and to provide 
filtering to stop users accessing inappropriate sites. This is achieved via blacklists on the appliance, which are 
updated automatically on a daily basis via the vendor. IT Services also actively block additional individual sites as 
and when requested or required. Filtering applies to all college devices (including staff and student loan) as well 
as personal devices using CWA wired and Wi-Fi connections. 
 
Fortinet, the vendor, is: 

a. Signed up to the Counter-Terrorism Internet Referral Unit List 
b. A member of the Internet Watch Foundation. 

 
The firewall appliances themselves can also handle: 

a. Multi-lingual web content. 
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b. Filter images based on their URL. 
c. Common misspellings. 

 
As standard the college has enabled the blocking of: 

a. All gambling sites. 
b. All pornographic sites. 
c. All radicalisation sites.  

 
Restricted sites include: 

a. Illegal content – includes illegal images, terrorist content, child abuse. 
b. Harmful content – includes sites which promote self-harm, suicide, drug abuse, violence. 
c. Inappropriate content – includes discrimination, gambling sites, piracy and copyright theft, 

pornography 
 

This list is updated on a daily basis to ensure sites are blocked as soon as they are identified. Appendix A shows 
the results of a test performed to check the level of filtering and blocking. 

 

Reporting 
Filtering reports are created on a weekly and monthly basis. They report on: 

1. Attempts made to access restricted sites. 
2. Searches made using offensive language. 

 
These reports are used to identify any areas of concern and inform e-safety and safeguarding processes and 
policy. 
 

Responsibilities 

The College Corporation is responsible for ensuring the college leadership fulfils its responsibilities to have 
appropriate filtering and monitoring systems and processes in place 

The Designated Safeguarding Lead is responsible for: 
• Ensuring appropriate filtering and monitoring systems and processes are in place and reviewed 

annually in line with DfE filtering and monitoring standards. 
• Liaising with the Head of IT Services to ensure checks are in place. 
• Reviewing filtering reports on a regular basis to identify any concerns. 
• Implementing an effective safeguarding monitoring system and ensuring that alerts generated 

by the system are assessed and managed effectively and in a timely way. 
 
The Safeguarding Team is responsible for responding to and managing safeguarding concerns that come to light 
via our monitoring system. 
 
All CWA staff have a responsibility to monitor the online activity of students in their care during supervised 
sessions and to reporting any concerning activity. 
 

Related policies 

This policy should be read in conjunction with the following related policies: 
• Safeguarding, Child and Vulnerable Adult Protection policy 
• Acceptable Use of IT policy 
• Staff Code of Conduct 
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Appendix A 
 

Filter Test Results for College of West Anglia – June 2026 
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